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trusted market solutions

Resilience at CLS:

Trusted to settle FX,
built to withstand

Since its inception in 2002, resilience has been the core foundation
underpinning CLS. Over time, CLS has grown and adapted to the needs
of the foreign exchange (FX) market, mitigating FX settlement risk and
bringing funding and operational efficiencies to market participants.
[t remains the trusted party at the center of the FX ecosystem, settling
over USDS trillion daily. This paper explores the importance of
resilience for financial market infrastructures and related expectations
of the regulatory landscape in the context of CLS’s journey to

develop, test and implement an Enterprise Resilience framework that
supports the delivery of CLS’s mission, particularly in minimizing risk,
improving efficiency and instilling confidence in the FX market.




It is critical to embed resilience throughout financial market infrastructures

Key insights: tis citcal to

e Continuous testing and proving of capabilities are essential to maintaining
an organization’s readiness to respond to an extreme but plausible event.

e The resilience of the ecosystem within which an organization operates
is as critical as an organization’s own resilience.

e Testing with the support of settlement members is a critical pillar of the
CLS resilience program.

Resilience is the cornerstone
of financial market infrastructures

Financial market infrastructures (FMls) are essential to the
functioning of the global financial system, facilitating the
clearing and settlement of money and securities on a daily
basis." As such, they are often referred to as the ‘plumbing’
of the financial system, and the resilience and robustness
of these institutions are critical to the smooth running of the
global economy.

The FX market comprises a vital component of the global
financial system, and not only because it is by far the largest
financial market in the world. Incredibly complex and
interconnected, the FX market has a daily turnover of
USD9.5 trillion,? facilitating growth, international trade

and investment across the world. With the stakes so high,
resilience - the ability to withstand and recover from shocks
—is vital.

CLS is the FMI that serves as the backbone of the wholesale
FX market. Resilience has underpinned the organization

since its inception in 2002. The public and private sector
collaborated to create CLS in order to address settlement risk
in the FX market, helping to build a more stable and robust
ecosystem for the entire market.*

It does so by providing payment-versus-payment (PvP)
settlement in which a party’s payment instruction in one
currency is not settled unless the corresponding payment
instruction in the counter currency is also settled. In other
words: you get paid only if you pay!

Given its unique role in the global FX market, CLS is not
directly comparable to other FMIs, though in terms of average
daily turnover, CLS could be regarded as the world’s largest
FML.5 As such, CLS’s critical role in the highly interconnected
FX market means it is held to the highest regulatory standards,
with enhanced oversight of its resilience capabilities.®

The role of Financial Market Infrastructures in Financial Stability: An Overview: Business & Management Book Chapter | IGI Global Scientific Publishing.

Fundamental Rules for financial market infrastructures | Bank of England.

BIS Triennial Survey 2025.

fx-ecosystem_07_cls-and-fx_a-pioneering-partnership-with-pivotal-purpose-shapingfx-series.pdf

cls_shapingfx01_causeandfx_april2023.pdf

5 In July 2012, the Financial Stability Oversight Council (established in the United States pursuant to the Dodd-Frank Act) designated CLS Bank as a systemically important
financial market utility (SIFMU) based on several criteria that attest to the volume of transactions processed by CLS Bank as well as its critical role in the
interconnectedness of the FX market and the costs and risks to financial stability if PvP settiement for major FX transactions were jeopardized.
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What is Enterprise Resilience at CLS?

Enterprise Resilience at CLS incorporates multiple resilience
capabilities into a unified approach, including operational,
technology, cyber, third-party, lifecycle, ecosystem and
financial resilience, business continuity and incident and crisis
management. This framework supports the delivery of CLS’s
mission, particularly in minimizing risk, improving efficiency
and reinforcing client confidence.

Figure 1: Components of Enterprise Resilience at CLS
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Ensuring CLS has corporate-wide capabilities to anticipate, prepare for, respond to and adapt to change
and sudden disruptions, not only to survive and recover from events but to prosper.

Ensuring CLS’s ability to maintain and deliver its critical external and internal services and operations even during
extreme but plausible disruptions.

Ensuring that CLS’s infrastructure and applications can withstand, adapt to and recover from disruptions
while supporting the recovery of critical external and internal services.

Ensuring CLS’s ability to anticipate, withstand, recover from and adapt to cyber threats and attacks, to ensure
business continuity and to reduce disruption.

Enabling response and recovery of service following disruption to people or place of work.
Strategically managing an interruption to CLS services.

Ensuring the critical services of CLS continue despite disruption and failures at critical third-party suppliers
of CLS.

Managing incidents and restoring services within CLS.

Embedding resilience through the lifecycle phases of a service across the 1) design and build, 2) run, test
and change, 3) crisis, response and recovery and 4) discontinuation phases, demonstrating that resilience
is an ongoing, dynamic and BAU activity for CLS.

Enhancing resilience across the FX industry to build a robust and adaptive FX ecosystem that ensures the
continuity and stability of operations, safeguarding the interests of all stakeholders.

Ensuring CLS’s ability to withstand and recover from unexpected financial shocks, based upon a robust financial
foundation.
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Regulatory expectations for
financial market infrastructures

The resilience of the financial system is driven by the global
regulatory landscape. Across major financial jurisdictions,
regulators have increasingly aligned their expectations around
the operational resilience of financial institutions and the
markets in which they operate. While each jurisdiction has its
own local nuances, a common underlying regulatory intent
across jurisdictions seeks to ensure that organizations take
actions to strengthen their ability to respond and recover from
high severity cyber-attacks and severe technology and
third-party disruption scenarios.

Underpinning the FMI landscape is the CPSS-IOSCO
Principles for Financial Market Infrastructures (PFMI), first
published in 2012 in response to the “increasing risk and
uncertainty in financial markets evident during the financial
crisis and the increasing role and importance of FMIs in
these markets”.”

Principle 17 of the PFMI sets expectations for FMIs to identify
plausible sources of operational risk and mitigate their impact
through the use of appropriate systems, policies, procedures
and controls. FMI systems should be designed to ensure a
high degree of security and operational reliability and should
have adequate, scalable capacity. Business continuity
management should aim for timely recovery of operations
and fulfillment of the FMI’s obligations, including in the event
of a wide-scale or major disruption.

Given its systemically important role in the FX market, CLS must
ensure its services are robust and resilient by anticipating and
preparing for extreme but plausible scenarios that could render
its services unavailable and result in significant market impact.

To be operationally resilient, organizations must first define
their tolerance for interruption of their most critical services,
taking into account potential impacts on customers, markets
and the safety and soundness of the organization. They must
implement measures to prevent disruption where practicable
and adapt systems and processes to ensure continued
provision of services in the event of an interruption.
Organizations must be able to promptly return to normal and
demonstrate learning from both incidents and near misses.®

CLS has taken consideration of the above requirements

and implemented appropriate recovery capabilities. Where
traditional recovery time objectives (RTOs) remain appropriate
for certain scenarios, the industry also incorporates impact
tolerance, considering the point of intolerable harm, for some
extreme but plausible scenarios such as cyber events, noting
the need to balance the risk of making a disruption worse

by reacting too quickly without a full understanding of

wider ramifications.

7 Co-chairs’ summary note for the CPSS-IOSCO ‘Principles for financial market infrastructures’.
8 CLS publishes a PFMI Disclosure, which is updated at a minimum, every two years, or following material changes to operations. See PFMI: Principles for Financial Market

Infrastructures | CLS Group.

cls-group.com
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How CLS strengthens resilience in the FX market

The recent past exhibits repeated episodes of market While times of stress and uncertainty are clearly visible in
turbulence, arising from both economic events (such as the CLSSettlement’s traffic, it does not always directly mirror
global financial crisis of 2007-2008 and more recently the US FX trading activity. This is partly due to payment obligations
tariff announcements in April 2025) and increased geopolitical arising from derivatives transactions, which may materialize
volatility (such as the war in Ukraine and recent conflicts in the weeks or even months after the underlying trade. Figures 2 to 4
Middle East). These events, alongside the risk of irreversible demonstrate the resilience of CLS through turbulent periods,
global warming, have led commentators to describe today’s including the global financial crisis, the Covid-19 pandemic
world as “on the brink of polycrisis.”® and more recently, the US administration series of tariff

announcements in 2025. In each period of instability CLS
provided an anchor of resilience for the FX market and broader
financial system.

Figure 2: The Global Financial Crisis, 2008
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Figure 4: US Administration Tariff announcements, April 2025
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Robust and resilient FMIs have never been more important.
CLS recognizes its crucial role in the wider market. lts
commitment is embedded in its purpose-built infrastructure,
continuous evolution and proactive partnerships to ensure
protection and prevention in the face of a constantly
changing world.

As CLSSettlement volumes and values continue to grow, the
systemic importance of the service increases. This reduces the
market’s tolerance for operational disruption and reinforces
that CLS should continually invest in strengthening its
resilience, particularly through the testing and validating of
resilience capabilities to reassure its settlement members

and regulators.

Figure 5: Lifecycle Resilience approach at CLS
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service lifecycle:
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CLS has an enterprise-wide program that focuses on critical
external and internal services and considers resilience as an
outcome. CLS has developed a ‘Lifecycle approach’ (figure 5)
setting out the resilience characteristics that must be
considered from the initial design stage through to build, run,
change and eventual exit. Resilience characteristics are not
‘one-size-fits-all’; rather, they are aligned to the criticality of
the service and/or process, ensuring that resilience investment
is commensurate with the importance of the service to the

FX ecosystem.
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Expecting the unexpected

Over the past four years, CLS has significantly invested in
operational resilience. In response to the evolving regulatory
requirements across the FX market it serves, CLS has
developed a comprehensive program recognizing that
resilience is an organization-wide capability rather than

the responsibility of a single team or business unit.

In 2022-2023, CLS concluded that relying solely on two
operationally resilient data centers was no longer sufficient
in view of the evolving threat landscape and the criticality
of CLSSettlement.

As a result, CLS designed and implemented an

Alternative Processing Site (APS), a recovery data center

for CLSSettlement that is physically and logically isolated from
the existing CLS data centers. APS enables CLS to continue
service delivery in an extreme disruption scenario while
recovering within the impact tolerance defined for its most
critical external service.

Alongside CLS’s efforts, settlement members have also
strengthened their own capabilities to ensure they can
continue operating and interacting with CLS should alternate
arrangements be required.

Resilience testing in practice

Beyond building physical capacity to respond to an incident,
CLS continues to test its ongoing ability to recover from
probable operational disruptions to its Resilience Business
Services (RBS) as a critical component of the firm’s Lifecycle
approach.'® These tests help build a strong level of operational
resilience as required for FMIs and ultimately reinforce CLS’s
operational resilience posture, providing confidence that
implemented capabilities can deliver the intended recovery
outcomes.

Resilience testing goes beyond theoretical desktop practices
to include production-level simulation of resilience capabilities
in realistic testing environments. These exercises form part

of a continuous program of scenario testing to ensure CLS’s
response and recovery capabilities are effective in the event
of an extreme but plausible disruption. In recent years, this
program has included an annual Market Wide Test (MWT)
involving the direct participation of settlement members.

This collaborative approach extends to sharing best practice
and risk knowledge across CLS’s membership, serving to
strengthen not only CLS but also the entire market, helping
it to better withstand future shocks.

In 2024, resilience testing focused on two recovery
capabilities: Dynamic Cold Start (DCS), which involves the
removal of all transactional data whilst maintaining static data,
and CheckPoint Recovery (CPR), which enables recovery of
the system to a previous point in time. APS invocation will
always include the DCS process, enabling CLS and its
settlement members to validate these recovery solutions
end-to-end, including the Member Replay functionality."
CLS recognizes the importance of member support in the
successful testing of CLSSettlement recovery capabilities
through the market wide testing each year.

In 2025, testing expanded to include a cyber scenario requiring
the invocation of APS, DCS and associated Member Replay
protocols. The exercise also included internal crisis
management coordination focused on disconnect and
reconnect decision-making and associated assurance
activities. Five real-time gross settlement (RTGS) system
operators also participated, broadening the scope and scale
of testing. The test was conducted at peak production
volumes and over production-equivalent timeframes, enabling
CLS to validate how well its resilience procedures are
embedded across the organization and broader FX ecosystem.

0" A Business Service that has met the required assessment criteria in order to qualify as ‘important’ for CLS is termed a ‘Resilience Business Service’ (RBS) and is required
to comply with the minimum standards set forth within the Enterprise Resilience Policy.
" Member Replay refers to the capability for members to replay their Instructions from a point in time (CPR) or from their forward book (DCS).
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Strong now, stronger in future

Looking ahead, CLS remains firmly focused on embedding Internal resilience

operational resilience across the organization to ensure the

long-term sustainability of its efforts to date. Continued Investment in the resilience of CLS’s external services also

engagement with external partners is critical to maintaining generates valuable insights that can be applied to further

resilient services and a stable FX market. Future efforts will strengthen internal services. These lessons inform the

focus on ecosystem resilience and internal resilience. evolution of CLS’s business continuity practices and support
regulatory objectives to enhance the safety and soundness

Ecosystem resilience of operations during periods of disruption.

Whilst CLS continues to focus on its own resilience, settlement
also relies upon the resilience of the institutions it serves,
reflecting the interconnected nature of the FX market.
Launched in 2025, the CLS Ecosystem Program is a strategic
initiative aimed at further strengthening operational resilience
across both CLS and the wider FX ecosystem. The program
supports efforts to minimize risk, enhance reliability and
reinforce market confidence.

CLS and its settlement members will continue to collaborate
on a bilateral basis to test crisis and response capabilities and
their ability to maintain services in severe but plausible
disruption scenarios. At the same time, CLS is expanding
ecosystem engagement with key stakeholders, including
regulators and service providers, to develop stronger resilience
partnerships and create a unified approach to resilience across
the FX ecosystem.

Resilience is not a static
state of being, it's a
continuous journey

For CLS, resilience is a fundamental part of the business.

It permeates the organization and is seen as a non-negotiable
capability requiring continual investment and testing.
Resilience is essential not only to CLS but to the entire market:
it helps to stabilize the industry by creating the confidence to
transact, thereby supporting international trade, investment
and innovation.

/
FX Global Code
Using CLS products and services plays an integral
Read our ShapingFX series part in helping you comply with the FX Global Code.
Trusted by thousands of counterparties within the global FX ecosystem, London New York info@cls-group.com
CLS makes FX safer, smoother and more cost effective. Trillions of dollars’ Hong Kong New Jersey cls-group.com
worth of currency flows through our systems each day. Tokyo
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